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* EV Charging Infrastructure is a complex system
* No system is 100% secure: residiual risk
» Decreasing Rol cybersecurity

» Definition: “the ability to continuously deliver the intended
outcome despite adverse cyber events”

FIVE PHASES CYBER RESILIENCE [2]
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Figure 1. Conceptual diagram of the cost of buying-down risk in cyber systems.
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Complex cyber-physical system of stakeholders,
systems and ICTs

Cyber attacks

* Physical (EV and CP)

» Flexibility services (CPO and BSP)
« CPMS (CPO)

*  Protocol

Cyber attack objectives: controllable load
» Coordinated
* Cyclic

* Intelligent
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EV CHARGING MODELLING
AGGREGATING STOCHASTIC BEHAVIOUR (1/2)
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DISCUSSION
EV Charging Infrastructure development on * Interdependencies arrival times, connection times and
‘CBS Buurt’ level for 2021-2050 energy demand (independence assumed for now)

¢ How will outlet power develop in future?
(4] *  How will charging behaviour change in future?




EV CHARGING MODELLING
AGGREGATING STOCHASTIC BEHAVIOUR (1/2)
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Algorithm 1 Method to Assess the Impact of Cyber Attacks on EVs

Data: PDF of arrival times, connection times, energy demand and charging power, number of charging points
per vear per area, simulation time, timestep size, number of iterations, grid topology.
Result: average EV charging load profile on transformer level
mnitialization;
power flow analysis;
for each i in iterations do
for each loads in loads do
for each timestep in simulation time do
for each charge point in transformer charge points do
if occupied then
if timestep = departure timestep then
charging = false;
occupied = false;
if timestep = idle timestep then
charging = false;
if timestep < idle timestep then
load += charge point outlet power:;
else
draw from arrival times PDF;
if EV arrives then
departure timestep = draw from connection times PDF;
idle timestep = draw from energy demand PDF;

load += charge point outlet power;
simulate cyber attack;

power flow analysis;
comparison of line loading and voltage levels;
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«  Able to simulate aggregated EV charging behaviour in MV grids
*  Simulate cyber attacks on EV charging infrastructure in MV grids
» Effectson

*  DSO: Voltage stability, overloading, operational margins

e TSO: Frequency stability

e BRP: Loss of load, imbalances, financial losses

. . Voltages / Loading
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LEGISLATIVE FRAMEWORK
FRAGMENTED, BUT THERE IS HOPE

« Alternative Fuel Infrastructure Regulation (AFIR)
« European Performance of Buildings Directive (EPBD)
« Directive on the security of Network and Information Systems (NIS Directive + NIS 2)

« Radio Equipment Directive (RED)

Are all risks covered?
» Example: OCPP not covered by AFIR
» Lack of standardisation

* Lack of concrete requirements

The European Cyber Resilience Act (ECRA)

» Potential starting point for solid legilative framework

« But will it contain EV infrastructures?




CONCLUSIONS AND FUTURE WORK
TOWARDS CYBER RESILIENT EV CHARGING!

* EV charging infrastructures rely on communications => susceptible to cyber attacks
« We demonstrate a method to analyse the impact of cyber attacks on MV distribution grids
» We highlight the disturbances to different stakeholders in the ecosystem

* We argue the fragmented legislative framework and encourage discussion on laws for EV charging infrastructure cyber security
and resilience

FUTURE WORK

« Other attack scenarios, other grids
« Database generation and model learning for resilience assessment

» Improving resilience at grid’s edge
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